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Abstract 
Cybercrime has led to the loss of billions of dollars, the malfunctioning of computer systems, the destruction of critical information, 
the compromising of network integrity and confidentiality, etc. In view of these crimes committed on a daily basis, the security of 
the computer systems has become imperative to minimize and possibly avoid the impact of cybercrimes. In this paper, we review 
recent advances in the use of cyber security benchmark datasets for the evaluation of machine learning and data mining-based 
intrusion detection systems. It was found that the state-of-the-art cyber security benchmark datasets KDD and UNM are no longer 
reliable, because their datasets cannot meet the expectations of current advances in computer technology. As a result, a new ADFA 
Linux (ADFA-LD) cyber security benchmark dataset for the evaluation of machine learning and data mining-based intrusion 
detection systems was proposed in 2013 to meet the current significant advances in computer technology. ADFA-LD requires 
improvement in terms of full descriptions of its attributes. This review can be used by the research community as a basis for 
abandoning the previous state-of-the-art cyber security benchmark datasets and starting to use the newly introduced benchmark 
dataset for effective and robust evaluation of machine learning and data mining-based intrusion detection system.  
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1. Introduction 
       Network attacks are malicious activities intended to disrupt, deny, degrade or destroy vital information and 
services residing in the host computer network. The attacks on computer networks are performed through data 
VWUHDPLQJRQQHWZRUNFRPSXWHUVZLWKWKHLQWHQWLRQRIFRPSURPLVLQJWKHFRPSXWHUV\VWHP¶VLQWHJULW\FRQILGHQWLDOLW\
RUWKHFRPSXWHUQHWZRUNV\VWHP¶VDYDLODELOLW\>@&\EHUFULPHKDVVLJQLILFDQWO\FRQWULEXWHGWRWKHORVVRIELOOLRQVRI
dollars in recent times, with a potential negative impact on the global economy if the trend continues without 
preventive measures [2-3]. The advent of wireless access has changed the pattern of cyber crime, and perpetrators 
who can afford to subscribe to the service are now using wireless access to perpetrate cyber crimes comfortably from 
home, without even going to Internet cafes [4]. The penetration of modern wireless systems is computationally 
expensive for the hacker, but is by no means impossible [5]. It has been acknowledged that the increasing concern 
about the penetration of wireless networks remains a threat to modern cyberspace [6].  
      It can therefore be deduced that the security of computer systems is imperative in modern life. Security is of 
paramount importance  in all types of system, regardless of the type of computer, ranging from standalones operated 
by an individual user to computers in large corporate networks.  Research is increasingly focused on critical wireless 
information conduits, and it is imperative to ensure maximum and effective security of these networks [6]. It is 
necessary to put into place stringent security measures to minimize and possibly avoid the intrusion of cyber criminals. 
Cyber crimes require a global approach, because the Internet and other networks have no geographical boundaries; 
once an attacker has access to wireless connections at any location, he can commit cyber crime anywhere in the world. 
To avoid cyber attacks and minimize their impact, detection  traced through DKRVWV\VWHP¶VFDOOVKDVEHHQDQDFWLYH
research area for several decades [7]. Recently, there has been an unprecedented increase in the number of systems or 
algorithms for the detection of cyber attacks on a host, with a low rate of false alarms and high levels of accuracy in 
detecting anomalies [8]. The intrusion detection system protects the computer from unauthorized accessed [9].   
        In the literature, several machine learning [10] and data mining techniques [11-12] were used to propose intrusion 
GHWHFWLRQV\VWHPV7\SLFDOO\QHZO\SURSRVHGDQGH[LVWLQJLQWUXVLRQGHWHFWLRQV\VWHPV¶SHUIRUPDQFHLVHYDOXDWHGXVLQJ
cyber security benchmark datasets. For example, genetic algorithms and support vector machines were hybridized to 
create intrusion detection systems. The hybrid of the genetic algorithm and support vector machine was evaluated 
using the KDD Cup 1999 dataset [13]. Moradi and Zulkernine [14] used neural networks to design an intrusion 
detection system which was evaluated using this benchmark dataset. Helali [15] reviewed the application of data 
mining techniques to create intrusion detection systems, finding  that researchers relied heavily on the KDD and 
Computer Science Department, University of New Mexico (UMN) cyber security benchmark datasets [15]. However, 
the KDD and UMN benchmark datasets are no longer relevant to the modern computer age because of significant 
advances in computer technology [6].   
       The optimal solution for intrusion detection has not yet been found. However, there are significant advances in 
improving the performance of existing cyber security systems [15], and studies are expected to flood the literature in 
the future search for optimal solutions.      
       In this paper, in view of the importance of cyber security benchmark datasets in evaluating intrusion detection 
systems before their real-life application, we review advances in order to present an appropriate updated benchmark 
dataset, relevant to current computer technology. 
    The rest of the paper is organized as follows. Section II reviews recent reports attempting to bridge the gap between 
cyber security and cyber crime. Section III reviews advances made on cyber security benchmark datasets. Section IV 
presents the studies that used current cyber security benchmark datasets for evaluating intrusion detection system, 
before the concluding remarks are presented in Section V. 
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2. Recent Reports on Cyber Crimes 
The Internet Crime Complaint Center (IC3) established by NW3C/BJA and FBI-United States of America with the 
intention of fighting cyber crime, released its report on cyber crime in 2013. The IC3 was established on May 8 2000, 
receiving the complaints of cyber crime victims across the world. Figure 1 shows the steep increase in the number of 
complaints, reaching its maximum  in 2009 before starting to drop. The IC3 encourages public awareness of how to 
establish immunity against cyber criminals. In 2013, it received 262,813 (see Figure 1) complaints, with a total dollar 
loss of $781,841,611 (Table 1), which represents a 48.8 % increase in reported losses over 2012 ($581,441,110). 
 
Fig. 1. The number of IC3 complaints received from 2000 to 2013. Source: [16] 
 
Table 1 present demography of the conplainants in 2013, by males, females and combined, with the value of their 
lossess. 
 
Table 1. The 2013 demography of the complainants including total losses in dollars [16] 
   
 
Age 
Range  
Male 
Count  
Male Loss  Female 
Count  
Female Loss  Total 
Complaints  
Total Combined 
Losses  
Under 
20  
5,194  $103,298,649  3,602  $2,364,515  8,796  $105,663,164  
20 ± 29  24,549  $42,144,452  23,483  $23,619,502  48,032  $65,763,954  
30 ± 39  28,391  $71,022,425  26,389  $41,784,048  54,780  $112,806,473  
40 ± 49  26,668  $89,559,205  29,170  $70,355,407  55,838  $159,914,612  
50 ± 59  29,220  $93,705,383  26,239  $83,858,340  55,459  $177,563,723  
Over 60  23,074  $87,244,816  16,834  $72,884,870  39,908  $160,129,686  
Totals  137,096  $486,974,929  125,717  $294,866,681  262,813  $781,841,611  
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Fig. 2. The top five countries ranked by the number of complaints received. Source: [16] 
 
The IC3 continues with its efforts to inform the public about the crimes perpetrated by cyber criminals, publishing 
service announcements and providing useful tips to Internet users. The successes recorded by the IC3 have attracted 
the attention of the international community. As a result, countries like Canada, the United Kingdom and Germany 
use it as a model for setting up similar centres against cyber crime. In a continuous effort to support foreign law 
enforcement, the IC3 is involved in the preparation of statistical reports of cyber crimes for specific countries.  These 
reports are disseminated to hundreds of complaint referrals through FBI legal attaché offices throughout the world. 
The map shown in Figure 2 indicates the first five countries ranked according to the number of cyber crimes victim 
complaints reported in 2013 [16]. This clearly shows that cyber crimes have no geographical boundaries, and require 
a global approach as discussed in section I.   
      With appropriate and effective cyber security measures in place, those billions of dollar losses from cyber crime 
can be safe and used for further developing the world economy. Cyber crimes could potentially bankrupt legitimate 
businesses,and thus increase the rate of unemployment in society. 
3. Cyber Security Benchmark Datasets 
        KDD was the pioneering benchmark dataset for evaluating a newly proposed intrusion detection system or 
algorithm. It was created by the Defense Advanced Research Projects Agency (DARPA) and other interested 
institutions to provide the benchmark dataset, because at that time there was no standard for the evaluation of a 
proposed intrusion detection system. This standard cyber security dataset attracted the attention of the research 
community, who started to use it as a benchmark for the evaluation of intrusion detection systems. The system used 
for the generation of the benchmark dataset was a Solari-based system, which can be easily integrated and monitored 
[6].   
        The dynamic nature of computer technology and revolutions in the computer industry due to rapid technological 
advancement started to place KDD at a disadvantage because its dataset could no longer provide the required accuracy 
for evaluation, and its results were no longer generally acceptable in the research community [17]. As a result, several 
cyber security benchmark datasets were developed to cope with the dynamic nature of computer technology, for 
example, the UNM [18] benchmark dataset proposed in 2004. However, this was criticized for failing to meet current 
WUHQGVLQFRPSXWHUWHFKQRORJ\810¶VOLPLWDWLRQVLQWKDWLWGLGQRWDFWXDOO\VDPSOHWKHWDUJHWHGRSHUDWLQJV\VWHPDQG
its scope was limited, meant that it did not succeed in replacing KDD The problem with the [6]. The KDD dataset 
continued to flourish in the research community, mainly due to the lack of a competent alternative [19].         
       The need to provide a reliable alternative cyber security benchmark dataset motivated Creech and Hu [6] to 
generate an alternative dataset that matched modern computer technology and the corresponding developments in 
cyber crime.. Using the old datasets to evaluate new intrusion detection systems would produce inaccurate and 
misleading results.  
       Creech and Hu [6] proposed the ADFA Linux (ADFA-LD) cyber security benchmarks datasets for evaluation of 
intrusion detection system. The host operating system for the generation of ADFA-LD was Ubuntu Linux version 
11.04, which is one of the operating systems used across the globe. Its configuration offers various functions including 
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the sharing of files, database, remote access, as well as a web server. The Ubuntu 11.04 has Linux kernel 2.6.38 which 
is fully patched. FTP, SSH and MySQL 14.14 are enabled, based on default ports. Apache 2.2.17 and PHP 5.3.5 are 
installed for providing web-based services. Furthermore, TikiWiki 8.1 was installed as a collaborative web tool. The 
data structure for ADFA-LD is as follows: normal training data has 833 traces, normal validation data has 4,373 traces 
and attack data has 10 attacks/vector. The proposed ADFA-LD cyber security benchmark dataset has a closer 
resemblance between the attack and normal dataset, unlike the KDD cyber security dataset. In addition, the ADFA-
LD actually represents the updated and modern cyber attacks of current situations. The ADFA-LD is freely available 
online and can be found in [20]. Table II presents the major cyber security benchmark datasets. 
 
Table 2. Generations of the major cyber security benchmark datasets 
 
Dataset generator Benchmark 
dataset 
Year established 
DARPA KDD 1999 
UNM [ 18] UNM 2004 
Creech & Hu,  [6] ADFA-LD 2013 
 
Therefore, ADFA-LD can now be used by the cyber security, machine learning, data mining and soft computing 
research communities to evaluate the performance of newly proposed intrusion detection systems or algorithms. The 
new ADFA-LD dataset will continue to be relevant to modern computer technology until this has changed so much 
that another more advanced new dataset is needed.  
4. Evaluation of Intrusion Detection Systems using the ADFA-LD Benchmark Dataset 
       The new ADFA-LD cyber security benchmark dataset has started to attract the attention of the cyber security 
research community; for example, Xie et al. [21] describe how a one-class support vector machine was used on ADFA-
LD to detect intrusion. It was found that the Adduser and Meterpreter were relatively easier to be detected than the 
Hydra-FTP and Hydra-SSH. It was concluded that the one-class support vector machine was not robust against all 
kinds of cyber attack. Xie and Hu [22] attempted to extract information from ADFA-LD for the development of a new 
host-based anomaly detection system using ADFA-LD. The features analysed in their study include the length, 
common patterns and frequencies of system call traces. It was found that there is an acceptable level of performance 
with some types of attack. However, the complex behaviour of the modern computer system was not fully understood. 
Xie et al. [21] used K-nearest neighbour and k-means clustering based on the ADFA-LD to explore the potential of 
reducing the dimensionality of frequency vectors and the optimal distance function was identified. 
 
5. Limitations of the ADFA-LD Benchmark Dataset and Suggestion for Improvement 
 
It is difficult to understand all the attributes of the ADFA-LD cyber security dataset because it is not well described 
in a way that it can be easily understood by other researchers. A clear description of the input and output attributes of 
the datasets is critical in the design of data driven intrusion detection systems. To attract the machine learning and 
data mining community to actively use the ADFA-LD dataset, there is a need for the generators of the dataset to 
clearly specify input and output attributes. The columns and rows of the dataset are not fully described. These attributes 
of ADFA-LD should be described in a similar way to the UCI Machine Learning Repository benchmark dataset [23]. 
This would attract unprecedented attention from the research community. Data preparation and engineering account 
for 80% of the data mining process [24]. If the datasets are not well understood, meaningful progress might not be 
achieved in designing data driven intrusion detection systems using the ADFA-LD cyber security dataset. Many 
potential users of the dataset for evaluation of proposed intrusion detection systems might be discouraged, despite its 
relevance to present computer technology. Like the UCI Machine Learning Repository, the ADFA-LD datasets should 
be designed with clear columns and rows in different file formats. 
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6. Conclusions and future works 
   This paper reviews the advances made in the cyber security benchmark datasets for the evaluation of machine 
learning and data mining based intrusion detection systems. The review indicated that the KDD and the UNM datasets, 
on which researchers relied heavily, have lost their relevance because of the significant changes in computer 
technology. These changes have also triggered changes in the pattern of cyber crimes. This motivated the generation 
of the ADFA-LD cyber security benchmark dataset that can handle advances in technology. It has started to attract 
the attention of the research community, with a number of studies now focusing on its use. The studies in the area of 
cyber security are expected to continue into the future because the optimal solution to cyber crimes has not yet been 
achieved. In the future, we intend to create an intrusion detection system based on a hybrid of the cuckoo search 
algorithm and neural network to be evaluated using ADFA-LD.  
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